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1. Customer-Side Security

Your Employees

System Configuration on your side
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2. Security at Trengo

Our People

Secure-By-Design SaaS Platform
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3. Trengo Cloud Architecture

Key Features
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Trengo User Customer of Trengo Customer

Browser/Trengo 

Mobile App

Incoming and Outgoing Traffic 

(CloudFlare)

Client (Email, 

Whatsapp, etc)

S3 / Cloudfront 

(AWS)

Similar as 

the above

Similar as 

the above

Loadbalancer 

(AWS)

Caching 

(Redis, AWS)

Relational Database 

(Planetscale, AWS)

Search


(ElastiCloud, AWS)

Search


(ElastiCloud, AWS)

Application servers (EC2, 

Fargate, Serverless, AWS)

Third Party Services:


(APIDeck, OpenAI, etc)

TLS + API Auth

Virtual

Private Link

Virtual

Private Link

Virtual Private Link Virtual Private Link



4. Frequently Asked Questions
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What’s the Difference Between SaaS and On-Premise?

On-premise: Hosted internally within a specific location.


SaaS (Trengo): Hosted externally in the cloud—secure, scalable, and accessible globally.

How Is Data Encrypted?

At Rest: AES-256 encryption, managed with a secure KMS, restricted access, and auditing.


In Transit: TLS (1.3 or higher) encryption and HTTPS-secured APIs.

What Security Standards Do You Meet?

Our solution aligns with:


NIST Cybersecurity Framework


GDPR standards for data protection and privacy compliance


ISO 27001 best practices

How Are Backups Managed?

Automated daily incremental and weekly full backups


Redundant storage across regions


AES-256 encryption for all backups in transit and at rest


Defined retention and deletion policies
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What’s Your Incident Response Plan?

Detection and identification


Containment


Assessment


Notification of affected parties


Remediation and recovery


Post-incident review for continuous improvement

How Is Physical Security Ensured?

All hosting is within trusted third-party cloud providers such as AWS, with robust 

data centre controls.

How Do You Manage Vulnerability and Patching?

Automated dependency patching and source code scanning


Engagement with white-hat security researchers


Partnerships with ISO 27001 / SOC 2–certified suppliers

How Do You Ensure GDPR Compliance?

We employ:


Defined data handling policies


A dedicated Data Protection Officer (DPO)


Regular employee training


Strong data subject rights processes


Third-party compliance reviews



4. Frequently Asked Questions

09

What Authentication Mechanisms Are Used?

To further strengthen our authentication capabilities, Trengo has integrated Stytch as our 

enterprise authentication provider. This integration introduces Single Sign-On (SSO) 

functionality, enabling organisations to authenticate seamlessly using their existing identity 

providers such as Microsoft, Google, and other SAML/OIDC-compliant systems. Stytch's 

platform also provides advanced security features including passwordless authentication via 

magic links and one-time passcodes (OTP), passkeys and WebAuthn support for phishing-

resistant login, and Time-based One-Time Passcodes (TOTP) for enhanced multi-factor 

authentication. Session management is secured through JWT-based tokens with configurable 

session timeouts, and all authentication traffic is encrypted via TLS. This upgrade provides 

enterprise customers with flexible, modern authentication options while maintaining the 

robust security standards Trengo is committed to delivering.

How Do You Secure APIs and Integrations?

OAuth 2.0 and API key authentication


TLS encryption


Rate limiting and input validation


Regular security audits and logging

How Do You Secure Development Pipelines?

Automated code vulnerability scans on every check-in


Peer review for all code submissions


Annual external penetration testing from accredited partners
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Start Delivering Reliable 
Customer Service

Would you like to know more?

Our team is always happy to help.

https://trengo.com/nl
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